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AGREEMENT ON CONTRACT DATA PROCESSING
ZMLUVA O SPRACUVANI OSOBNYCH UDAJOV

Between
Uzatvorena medzi

(1) Business Name/Obchodné Meno: Mobis Slovakia s.r.o.
Registered Seat/Sidlo: MOBIS ulica 1, Gbelany 013 02, Slovak Republic/
. Slovenska republika

ID No/ICO: .

Registered with/Zapis v: Business Register of District Court Zilina, Section Sro,
Insert No 14983/L / Obchodny register Okresného sidu
Zilina, oddiel Sro, viozka ¢. 14983 /L

Represented by/ Zast.: Younghwa Kim, CEO / konatel’

hereinafter referred to as ,Company” and also as ,controller" / dalej len ,Spoloénost" a tieZ
~prevadzkovatel™

And / A
(2) Business Name/Obchodné Meno: Stredna odborna skola elektrotechnicka
Registered Seat/Sidlo: Komenského 50. 010 01 Zilina
ID No/ICO:
L
Represented by/ Zast.: Ing. Lubomir Kralik, riaditel/director

hereinafter referred to as ,Company” and also as ,controller" / dalej len ,Spoloénost" a tieZ
~prevadzkovatel™

hereinafter jointly referred to as "Parties". /dalej spolocne ako , Zmluvné strany".

PREAMBLE /UVOD

The Company and the Service Provider have entered into a contractual relationship about providing of
services connected with below mentioned processing activities/systems by the Service Provider to
Company ("Main Contract"):

- Zabezpectenie praktického vyu€ovania formou odbornej praxe pre Ziakov prevadzkovatela.

Spoloénost a Poskytovatel’ sluZieb spolu vstupili do zmluvného vztahu, ktorého predmetom je
poskytovanie sfuZieb suvisiacich s niZsie uvedenymi ¢innostami/systémami spractvania osobnych Udajov
Poskytovatefom sluzZieb voci Spolocnosti (dalej len ,Hlavna zmluva"):

- To ensure practical training of students of controller.

For the Main Contract under this Agreement are considered one or more of the contractual relationships
concluded between the Parties, irrespective of their form (oral, written, based on the purchase order or
bilateral agreement).

Za Hlavnu zmluvu sa podia tejto zmluvy povazuje jeden alebo viac zmiuvnych zavézkov, ktoré boli medzi
Zmluvnymi stranami uzatvorené, a to bez ohladu na ich formu (dstna, pisomna, zaloZena objednavkou

alebo dvojstrannou zmluvou).

In performance of its obligations under the Main Contract, the Service Provider processes Personal Data
on behalf of the Company as set forth herein and in the Main Contract ("Contract Data Processing").

V ramci pinenia svojich zavézkov podla Hlavnej zmluvy Poskytovatel sluZieb spraciva Osobné Udaje
menom Spolocnosti v sulade s ustanoveniami uvedenymi v tejto zmiuve a v Hlavnej zmiuve (dalej len
~Spracivanie osobnych ddajov").



This agreement("Agreement") specifies the rights and obligations of the Parties in connection with the
Contract Data Processing.

Tato zmluva (dalej len ,Zmiluva") uréuje priva a zdvézky Zmiuvnych stran v suvislosti so Spractivanim
zmiuvnych ddajov.

In consideration of the Parties’ mutual rights and obligations set out in this Agreement the Parties hereby
agree as follows:

S ohladom na vzdjomné prdva a povinnosti Zmiuvnych stran uvedenych v tejto Zmiuve sa Zmiuvné
strany dohodli takto:

2:

2.1

2.3

DEFINITIONS / VYMEDZENIE POJMOV

Capitalized terms used herein shall have the meaning assigned to them in the Main Contract or
in Section 15 (List of Definitions) below. Unless otherwise defined herein, the definitions of the
European General Data Protection Regulation 2016/679 ("GDPR"), in particular the terms
"Controller", "Data Subject", "Member State", "Personal Data", "Personal Data Breach",
"Processor”, Processing" " and "Supervisory Authority"shall apply.

Vyrazy tu pouZité s velkymi pismenami budd maft vyznam, ktory je definovany v Hlavnej zmiuve
alebo v &lanku 15 (zoznam vymedzenych pojmov) niZsie. Pokial tu nie je urcené inak, bude
platit vymedzenie pojmov uvedené v Eurdépskom Vieobecnom Nariadeni o Ochrane osobnych
ddajov 2016/679 (dalej jen ,GDPR"), predovsetkym sa to tyka vyrazov ,prevadzkovatel™,
~dotknutd osoba", ,clensky Stat", ,osobné ddaje", ,porusenie ochrany osobnych

r

tdajov", ,sprostredkovatel™, ,spracidvanie" a ,dozorny organ".
SUBJECT MATTER AND TERM OF AGREEMENT / PREDMET ZMLUVY A JEJ TRVANIE

The Service Provider shall process Company Personal Data for the purpose of providing the
services described in the Main Contract ("Contract Services")and any additional services
under this Agreement ("Processing Services") to the Company ("Admissible Purpose").
Poskytovatel sluZieb bude spractivaft osobné tdaje Spoloénosti za G¢elom poskytovania sluZieb
popisanych v Hlavnej zmluve (dalej iba ,Zmluvné sluZby") a vsetkych dopinkovych siuZieb
pod/a tejto Zmiuvy (dalej jen ,Spracovatel’'ské sluZby") pre Spolocnost (dalej len ,Pripustny
ucel").

The Parties agree and acknowledge that the Company will be qualified as Controller and the
Service Provider will be qualified as Processor when processing Company Personal Data
hereunder. The Service Provider shall not use or disclose Company Personal Data for any other
than the Admissible Purpose.

Zmluvné strany sa dohodli a potvrdzuju, Ze Spoloénost bude oprdvnend pdsobit ako
prevadzkovatel’ a Poskytovatel’ slufieb ako sprostredkovatel’ pri spractvani osobnych uddajov
Spolocnosti podla tejto Zmluvy. Poskytovatel sluZieb nesmie pouZivat’ ani spristupnit osobné
Udaje Spoloc¢nosti pre Ziadny iny G&el ako pre Pripustny ucel. .

Annex 2.2 sets forth details of

(a) purpose sof the Processing;

(b) type of Company Personal Data;

(c) categories of Data Subjects concerned by the Processing.

(d) List of authorized operation
In the event of changes to the Processing, Company may make reasonable amendments to
Annex 2.2 by written notice to Service Provider from time to time as Company reasonably
considers necessary to meet statutory requirements.

Priloha 2.2 stanovi podrobné informécie o

(a)  ucdeloch spracuvania;

(b)  typoch osobnych Udajov Spoloénosti;

(c) kategdriach dotknutych oséb dotknutych spracidvanim.

(d)  zoznam povolenych spracovatefskych cCinnosti

V pripade zmien v spracivani méZe Spolo&nost vytvorit primerané dodatky k prilohe 2.2
pomocou pisomného ozndmenia Poskytovatelovi sluZieb podfa toho, ako Spoloénost uznd za
primerane nevyhnutné za U&elom spinenia pravnych poZiadaviek.

The Service Provider shall process Company Personal Data only on behalf of the Company and
in strict accordance with the Company's documented instructions, unless otherwise required to
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2.4

2.5

2.6

2.7

3.

do so by Union or Member State law to which the Service Provider is subject. In such a case,
the Service Provider shall immediatelyinform the Company of that legal requirement in writing
prior to commencing such processing, unless that law prohibits such information on important
grounds of public interest. For the avoidance of doubt, whenever this Agreement or the Main
Contract include provisions relating to the Processing of Company Personal Data (e.g. an
obligation to anonymise certain Company Personal Data) such Processing shall be considered an
instruction of the Controller pursuant to this Agreement.

Poskytovatel’ sluZieb bude spracivat osobné (daje Spolocnosti iba menom Spololnosti a
vyhradne podla doloZenych pokynov Spololnosti, pokial’ nebude poZadované inak unijnym
pravom alebo pravom &lenského Statu, ktorému Poskytovatel sluZieb podlieha. V takom pripade
musi Poskytovatel slufieb bezodkladne informovat’ Spolonost o takej pravnej poZiadavke pred
tym, ako zacne také spracuvanie, pokial vsak dané pravo nezakazuje zasielanie takych
informacii z dbévodu verejného zaujmu. Aby sa zabrdnilo akymkolvek pochybnostiam,
kedykolvek tato Zmluva alebo Hlavna Zmluva obsahuje ustanovenia tykajuce sa osobnych
Udajov Spoloénosti (napr. zavédzok anonymizovat urité osobné Udaje Spoloénosti), také
spractivanie bude povazované za pokyn SpoloCnosti podifa tejto Zmiuvy.

The Processing shall at all times be conducted in a professional manner and in compliance with
the principles of proper data processing, the provisions of the Main Contract, this Agreement
and applicable law. The Service Provider shall immediately inform the Companyif, in its opinion,
an instruction of the Company infringes applicable law (Art. 28 par. 3 GDPR).

Spracuvanie Udajov bude vZdy realizované profesiondlne a v sulade so zasadami spravneho
spractvania Udajov, ustanoveniami Hlavnej zmluvy, tejto Zmluvy a prislusného pravneho
predpisu. Poskytovatel sluZieb musi bezodkladne informovat Spoloénost, ak pokyn Spolocnosti
(podia jeho nazoru) porusuje prislusné pravo (¢fanok 28 ods. 3 GDPR).

Unless expressly provided otherwise herein, the Company shall not be liable for any additional
charges for the Processing Services under this Agreement and the Parties acknowledge and
agree that all costs, charges and fees in connection with the Processing Services are fully and
adequately compensated by the fees and charges payable under the Main Contract.

Pokial’ tu nie je vyslovene stanovené inak, Spoloénost neponesie zodpovednost za akékolvek
dodatoéné poplatky za Spracovatelské sluZby poskytované podia tejto Zmiuvy a Zmluvné strany
potvrdzujd a sidhlasia s tym, Ze vsetky ndklady, poplatky a platby v sdvislosti so
Spracovatelskymi sluZbami st plne a adekvatne pokryté platbami a poplatky splatnymi na
zaklade Hlavnej zmiuvy.

The duration (term) of this Agreement is equal to the term of the Main Contract and this
Agreement shall terminate automatically when the Main Contract terminates, with the exception
of any provisions intended to survive termination hereof or the Main Contract. Any right to
terminate this Agreement separately prior to such termination date shall be excluded to the
extent permitted by applicable law.

Trvanie tejto Zmluvy bude zhodné s trvanim Hlavnej zmluvy a tato Zmluva bude automaticky
ukondéend s ukonéenim Hlavnej Zmiuvy okrem ustanoveni, ktoré su koncipované tak, aby ostali
v platnosti aj po ukonéeni tejto Zmluvy alebo Hlavnej zmluvy. Prédvo ukonéit tito Zmluvu
samostatne pred stanovenym terminom ukonlenia je vyli¢ené v rozsahu poZadovanom
prislusnym pravnym predpisom.

In the event the EU Commission or a competent Supervisory Authority lays down standard
contractual clauses in accordance with Article 28 par.7GDPR, the Parties will upon the
Controller's request include one or more of those contractual clauses in this Agreement if so
required to comply with applicable law. The same applies to any other changes of applicable
law which require an amendment to this Agreement to comply with applicable law.

V pripade, Ze Komisia EU alebo prisiuény dozorny trad ustanovi Standardné zmluvné doloZky v
stlade s ¢ldnkom 28 ods. 7 GDPR, Zmluvné strany na Ziadost prevddzkovatela zapracuju jednu
alebo viacero tychto doloZiek do tejto Zmiuvy, pokial’ to bude nevyhnutné pre sdlad s
prislusnym pravnym predpisom. To isté plati pre akékolvek dalsie zmeny prisiusného pravneho
predpisu, ktoré vyZaduje dopinenie tejto Zmluvy, aby bola dosiahnutd zhoda s prislusnym
pravnym predpisom.

REQUIRED TECHNICAL AND ORGANISATIONAL MEASURES / POZADOVANE TECHNICKE
A ORGANIZACNE OPATRENIA



3.1

3.2

3.3

3.4

The Service Provider shall ensure the ongoing confidentiality, integrity, availability and

resilience of processing systems and services as well as the ability to restore the availability and

access to Company Personal Data in a prompt manner in the event of a physical or technical

incident as required under applicable law.

The Service Provider shall implement appropriate technical and organizational measures as

required by applicable law and in line with the state of technological development andapplicable

data security standards in order to

(a) prevent (i) unauthorised or unlawful processing of the Company Personal Data; and
(ii) the accidental loss or destruction of, or damage to, the Company Personal Data and

(b) ensure a level of security appropriate to (i) the harm that might result from such
unauthorised or unlawful processing or accidental loss, destruction or damage; and
(ii) the nature of the Company Personal Data to be protected;

including the measures referred to in Article 32 GDPR ("Data Security Standards").

Poskytovatel’ sluZieb zaisti nepretrZity dbvernost, neporusenost. dostupnost a odoinost

spracovévajlcich systémov a slufieb a tieZ schopnost obnovovat dostupnost a pristup k

osobnym Udajom Spolocnosti urychlenym spdsobom v pripade fyzickej alebo technickej nehody

v stlade s prislusnym pravnym predpisom.

Poskytovatel sluZieb musi prijat zodpovedajlce technické a organizaéné opatrenia poZadované

prislusnym pravom a v sulade so stavom technického vyvoja a pouZitelné standardy ochrany

udajov, aby sa

(@) zabranilo (i) neoprdvnenému alebo nezakonnému spracovaniu osobnych (dajov
Spolocnosti; a (ii) néhodnej strate alebo zni¢eniu alebo poskodeniu osobnych tdajov
Spolocnosti a

(b)  zaistila droveri zabezpedenia zodpovedajica (i) Skode, ktord by mohla vzniknut v
dbsledku takéhoto neopravneného nebo nezakonného spracovania alebo nahodnej straty,
zni¢enia alebo poskodenia a (ii) povahe osobnych tdajov Spoloénosti, ktoré maju byt
chrénené;

vrétane opatreni uvedenych v &dnku 32 GDPR (dalej len ,Standardy zabezpeéenia ddajov").

Without prejudice to the generality of the foregoing, the Data Security Standards that the
Service Provider shall implement and maintain, as determined and approved by the Company,
are defined in Annex 3.2.

Bez toho, aby bola ovplyvnend platnost’ vyssie uvedeného, v prilohe 3.2 si definované
Standardy zabezpelenia Udajov urené a schvdlené Spolonostou, ktoré musi Poskytovatel
sluZieb zaviest a udrZiavat.

The Service Provider warrants that it has implemented the Data Security Standards and that it
will maintain such Data Security Standards during the term hereof. The Service Provider shall
ensure by means of appropriate protective mechanisms that access to Company Personal Data
is strictly limited to those employees of the Service Provider who require access in order to fulfil
the Admissible Purpose.

Poskytovatel sluZieb sa zaruCuje, Ze zaviedol Standardy zabezpelenia Udajov a Ze ich bude
polas platnosti tejto Zmluvy udrZiavat. Poskytovatel’ sluZieb musi pomocou vhodnych
ochrannych mechanizmoyv zaistit, Ze k osobnym Udajom Spolo&nosti budid mat pristup prisne
vymedzeni zamestnanci Poskytovatela sluZieb, ktori tento pristup potrebuju, aby mohli spinit
Pripustny dcel.

Acknowledging that the Data Security Standards are subject to technical progress and
development, the Parties agree that the Service Provider shall be authorized to implement
adequate alternative technical and organizational measures provided, however, that such
measures shall not fall short of the level of security provided by the Data Security Standards,
comply with the requirements under applicable data protectionlaws. The Service Provider shall
immediately notify the Company of any changes to the Data Security Standards. The Service
Provider shall regularly test and audit the Data Security Standards for adequateness and
compliance with applicable law and immediately take any corrective action required.

Bertic do Uvahy to, Standardy zabezpelenia tdajov podiiehajl technickému pokroku a rozvoju,
Zmluvné strany suhlasia s tym, Ze Poskytovatel sluZieb je opravneny zaviest primerané
alternativne technické a organizacné opatrenia s tym, Ze tieto opatrenia nesmu zniZit' droveri
ochrany, ktord poskytuji Standardy zabezpelenia Udajov, a ktoré budd zodpovedat
poZiadavkam platnych prévnych predpisov na ochranu osobnych ddajov. Poskytovatel sluZieb je
povinny okamZite informovat Spolocnost o vietkych zmenach Standardov zabezpeclenia Udajov.
Poskytovatel sluZieb musi pravidelne vykonavat testy a audity Standardov zabezpecenia Udajov



4.1

4.2

4.3

4.4

5.

54

s poukazom na primeranost a stlad s platnym prédvom a okamZite vykonat vietky kroky vedice
k naprave.

DATA SUBJECT RIGHTS/ PRAVA DOTKNUTYCH OSOB

The Parties acknowledge and agree that the Company is legally responsible to deal with any
requests or enquiries from Data Subjects in relation to their rights under applicable law in
relation to the Processing of Company Personal Data ("Data Subject Requests") and that the
Service Provider shall not respond to any such Data Subject Requests unless otherwise required
by documented instructions by the Company.

Zmiuvné strany berd na vedomie a suhlasia, Ze Spolotnost je pravne zodpovedna za pilnenie
poZiadaviek a dotazov dotknutych osbb tykajucich sa ich prav, ktoré maju podla prisiusného
prava v suvislosti so spracuivanim osobnych udajov Spoloénosti (dalej len ,PoZiadavky
dotknutych oséb") a Ze Poskytovatel sluZieb nebude odpovedat na Ziadne takéto poZiadavky
dotknutych oséb, ak to nebude poZadovat Spolocnost formou pisomného pokynu.

The Service Provider shall take all action reasonably requested by the Company and make all
required information available to the Company in a format requested by the Company in order
to comply with such Data Subject Requests. Service Provider shall implement the necessary
technical and organisational measures for this purpose.

Poskytovatel’ sluZieb vykonda vsetky Cinnosti, ktoré od neho méZe Spoloénost spravodlivo
poZadovat' a poskytne SpoloCnosti vSetky poZadované informdcie vo formate poZadovanom
Spolo¢nostou , aby mohli byt spinené poZiadavky dotknutych oséb. Poskytovatel slufieb prijme
pre tento ucel véetky nevyhnutné technické a organizacné opatrenia.

The Service Provider shall

(a) immediately notify the Company of any Data Subject Requests or other enquiries relating
to this Agreement received by it or any Sub-Processor without responding to such
requests or enquiries unless expressly otherwise instructed by the Company; and

(b)  ensure that any Sub-Processors do not respond to any Data Subject Requests unless
expressly otherwise instructed by the Company or required by applicable law, in which
case Service Provider shall to the extent permitted by applicable law inform Company of
that legal requirement before the Sub-Processor responds to the request.

Poskytovatel sluZieb je povinny

(a)  bezodkiadne informovat Spoloénost o akychkolvek poZiadavkach dotknutych osdb alebo
inych dotazoch tykajucich sa tejto Zmluvy, ktoré obdrzal on alebo jeho sprostredkovatel
bez toho, aby na tieto poZiadavky a dotazy odpovedal, kym nie je vo vyslovnych
pokynoch od Spolo¢nosti uvedené inak; a

(b)  zaistit, aby véetci jeho dalsi sprostredkovatelia neodpovedali na poZiadavky dotknutych
0sdb, kym im to vyslovne neuloZi Spoloénost, alebo to nebude vyZadované platnym
pravom, v ktorom pripade je Poskytovatel siuZieb povinny o tomto rozsireni opravnenia
vyplyvajicom z pristusného pravneho predpisu informovat Spoloénost pred tym, neZ jeho
dalsi sprostredkovatel’ odpovie na danu poZiadavku.

In the event of a dispute with or other claims brought by a Data Subject concerning the
Processing of Company Personal Data against the Service Provider, the Service Provider shall
promptly notify and inform the Company and shall cooperate and coordinate with a view to
effectively defending against such claims or settling them amicably in a timely fashion. In the
event of such disputes or claims brought against the Company, the Service Provider shall
cooperate and provide the Company with any information and take any action reasonably
required by the Company.

V pripade sporu s Poskytovatelom sluZieb alebo inych narokov vznesenych voéi nemu
dotknutymi osobami tykajucich sa spractvania osobnym udajov SpoloCnosti, Poskytovatel
sluZieb je povinny bezodkladne informovat Spolo¢nost a spolupracovat s fiou za tcelom
efektivnej obrany vodi takymto narokom alebo urychleného urovnania. Ak bude vedeny spor
alebo vzneseny narok vod&i Spoloénosti, Poskytovatel sluZieb je povinny spolupracovat
a poskytnudt Spoloénosti véetky informécie a podniknit kroky vyZadované Spolo&nostou.

FURTHER DATA PROTECTION OBLIGATIONS/ DALSIE POVINNOSTI PRI OCHRANE
UDAJOV

The Service Provider shall maintain, and promptly make available to the competent Supervisory
Authority on request, a proper documented (electronic form sufficient) record of all categories
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5.2

6.1

of processing activities carried out on behalf of a Companyin accordance with Art. 30 par. 2
GDPR, which at least contains the following information:

(a) The name and contact details of the Service Provider, Sub-Processors and the Company
and, where applicable, of the Company's or the Service Provider's representative, and the
data protection officer;

(b) The categories of processing carried out on behalf of the Company;

(c) Where applicable, transfers of Personal Data to a non-EU/EEA country or an international
organisation, including the identification of that non-EU/EEA country or international
organisation and the documentation of suitable safeguards (if required);

(d) a general description of the Data Security Standards.

Poskytovatel’ sluZieb musi udrZiavat a urychlene poskytnut na vyZiadanie prisiuénému

dozornému orgdnu riadne zdokumentovany (postacuje aj v elektronickej podobe) zadznam

o spracovatefskych innostiach vykondvanych za Spolo&nost v stlade s &. 30 ods. 2 GDPR,

ktory obsahuje minimalne tieto informacie:

(a) meno a kontaktné udaje Poskytovatela sluZieb, dalsich sprostredkovatefov a Spolocnosti
a tam, kde sa to uplatriuje aj zastupcu SpoloCnosti alebo zastupcu Poskytovatela sluZieb
a zodpovednej osoby;

(b)  kategdrie spractvania vykonavané menom Spolo&nosti;

(c) tam, kde sa tu uplatnUJe prenos osobnych Udajov do krajin mimo EU/EHP alebo
medzindrodnej organizcii vratane uvedenia tejto krajiny mimo EU/EHP alebo
medzindrodnej organizdcie a predloZenie vhodnych bezpeénostnych opatreni (ak sa to
vyZaduje);

(d)  vseobecny popis Standardov zabezpedenia tdajov.

The Service Provider shall promptly take any action reasonably required by the Company to

assist the Company in relation to the Company's obligations under applicable laws in relation to

the Processing, including in relation to

(a) the preparation of the records of processing activities in accordance with Art. 30 GDPR in
relation to the Processing under this Agreement and shall immediately upon request
provide the Company with any information required for this purpose in a format
reasonably requested by the Company;

(b) the data protection impact assessment (DPIA) in accordance with Art. 35 GDPR; and

(©) any requests or consultations with the responsible Supervisory Authority.
The Service Provider shall immediately notify the Company of any changes in relation to
the Processing which may require changes to the register of processing activities, the
DPIA or any other action to be taken by the Company.

Poskytovatel’ sluzieb musf urychiene podniknut véetky kroky, ktoré od neho méZe Spoloénost

spravodlivo poZadovat, aby poskytol Spolocnosti stéinnost v stvislosti s jej povinnostami pri

spracuvani osobnych Udajov , vratane

(a)  pripravy zaznamov o spracovatefskych &innostiach v sidlade s &, 30 GDPR vo vztahu
k spractdvaniu Udajov podfa tejto Zmluvy a na vyZiadanie musi Spolonosti poskytnut
vSetky informdécie poZadované pre tento ufel vo forméte, v ktorom ich méZe Spolocnost
spravodlivo poZadovat;

(b)  postdenia vplyvu na ochranu tdajov (DPIA) v stilade s &. 35 GDPR a

(c) véetkych poZiadaviek a konzultacii s prislusnym dozornym orgdnom.

Poskytovatel sluZieb je povinny okamZite informovat’ Spoloénost o véetkych zmendch v suvislosti

so spracuvanim, ktoré si mézu vyZiadat zmeny v registri spracovatefskych &nnosti, v DPIA alebo

ktoré si mézZu vyZiadat vykonanie akychkolvek daldfch krokov zo strany Spoloénosti.

SERVICE PROVIDER PERSONNEL / DATA PROTECTION OFFICER /ZAMESTNANCI
POSKYTOVATELA SLUZIEB / ZODPOVEDNA OSOBA

Service Provider shall ensure that any personnel undertaking or involved in the Processing
under this Agreement are properly qualified and trained, including a specific and appropriate
data protection training, and have committed themselves to keep Company Personal Data
confidential or are under an appropriate statutory obligation of confidentiality in accordance
with applicable law which shall survive termination of this Agreement.Service Provider shall
ensure that access to Company Person al Data is strictly limit to those individuals who need to
know or access the relevant Company Personal Data, as strictly necessary for the Admissible
Purposes in the context of that individual's duties.

Poskytovatel sluZieb je povinny zaistit, aby vsetky osoby vykondvajice spractvanie (dajov
podia tejto Zmluvy alebo zahrnuté do tohto spracuvania sU riadne kvalifikované a zaskolené,
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vratane specifickej a prislusnej odbornej pripravy v oblasti ochrany Udajov, a aby sa zaviazali
uchovavat osobné Udaje Spoloénosti v tajnosti, alebo aby sa na nich vztahovala zékonnd
povinnost micanlivosti zakotvend v platnom préve, ktord zostane zachovand aj po ukondenf
tejto Zmluvy. Poskytovatel sluZieb je povinny zaistit, Ze pristup k osobnym tdajom Spoloénosti
bude prisne obmedzeny len pre tie osoby, ktoré tento pristup k relevantnym osobnym ddajom
SpolocCnosti potrebuju alebo je nevyhnutny vzhladom na pripustny cel podfa povinnosti tychto
0s6b.

The Service Provider shall appoint a data protection officer in accordance with applicable law
or,if appointment of a data protection officer is not required under the applicable law, another
data protection official responsible for the data protection aspects of the Processing of Company
Personal Data and shall immediately provide the Company with relevant up to date contact
details.

Poskytovatel sluZieb je povinny vymenovat zodpovednu osobu v stilade s platnym pravom, a ak
platné pravo nepoZaduje vymenovanie zodpovednej osoby, je Poskytovatel sluZieb povinny
menovat int osobu zodpovednt za ochranu Udajov pri spractivani osobnych ddajov Spoloénosti
a okamzZite poskytnut Spolocnosti relevantné a aktudine kontaktné tdaje na tito osobu.

SUB-PROCESSING / DALSIE SPRACUVANIE

The Service Provider shall be authorized to engage other Processors in relation to the Contract
Data Processing ("Sub-Processor") in accordance with the Main Contract and subject to the
following provisions. Section Chyba! Nenasiel sa Ziaden zdroj odkazov. shall apply
accordingly with respect to any Processing of Company Personal Data by a Sub-Processor
outside of the territory of the European Union.

Poskytovatel’ sluZieb je oprivneny vyuZit dalieho sprostredkovatela na spractvanie zmluvnych
osobnych udajov (dalej len ,d'alSi sprostredkovatel™) v sdlade s Hlavnou zmluvou a v sdlade
S niZsie uvedenymi ustanoveniami. Clanok 2.3 Zmluvy sa primerane pouZije aj na spracuvanie
osobnych tdajov Spolo¢nosti mimo Gzemia Eurdpskej tnie dalsim sprostredkovatelom.

Any engagement of a Sub-Processor requires prior written consent of the Company.
Kazdému vyuZitiu daiSieho sprostredkovatela musi predchadzat’ pisomny suhlas Spoloénosti,

Service Provider shall give Company prior written notice of the intended appointment of any
new Sub-Processor, including full details of the Processing to be undertaken by the Sub-
Processor. If, within three (3) weeks of receipt of that notice, Company notifies Service
Provider in writing of any objections on reasonable grounds to the proposed appointment,
Service Provider shall work with Company in good faith to take reasonable measures to address
the objections raised by the Company. Where such measures cannot be agreed within three (3)
weeks from Service Provider’s receipt of Company’s notice, notwithstanding anything in the
Main Contract, Company may by written notice to Service Provider with immediate effect
terminate the Main Contract to the extent that it relates to the Contract Services which require
the use of the proposed Sub-Processor.

Poskytovatel sluZieb je povinny vopred pfsomne informovat Spolocnost’ o kazdom zamysfanom
pribrani dalSieho sprostredkovatela, vratane podrobnych informacii a tom, aké spractvanie
osobnych (dajov bude dalsi sprostredkovatel vykonavat, Ak Spoloénost do troch (3) tyZdriov od
dorucenia takej informacie pisomne oznami Poskytovatelovi sluZieb dévodné namietky vocli
takému zamyslanému pribraniu, Poskytovatel sluZieb je povinny spolupracovat so Spoloénostou
za Uéelom prijatia vhodnym opatreni vzhladom na ndmietky vznesené Spoloénostou. Ak sa
nedohodnd na opatreniach do troch (3) tyZdiiov od dorucenia ndmietok SpoloCnosti
Poskytovatelovi sluZieb, bez ohladu na ustanovenia Hlavnej zmiuvy je Spoloénost oprdvnend
ukondéit Hlavnd zmiuvu pisomnym ozndmenim Poskytovatelovi sluZieb v rozsahu, akom sa tyka
dohodnutych sluZieb, na vykonanie ktorych sa vyZaduje pouZitie dalSieho sprostredkovatela.

With respect to each Sub-Processor, the Service Provider shall

(a) before any Company Personal Data are transferred to the Sub-Processor, carry out
adequate due diligence to ensure that the Sub-Processor is capable of providing the level
of protection for Company Personal Data required by this Agreement and the Main
Contract;

(b) enter into a written agreement with the Sub-Processor which imposes the same
obligations on the Sub-Processorin relation to the protection of Company Personal Data
as are imposed on the Service Provider under this Agreement. This shall apply in



7.5

7.6

particular, but shall not be limited to, the confidentiality obligations and the Data Security
Standards to be observed pursuant to Section 3;

(c) immediately upon request provide the Company with the sub-contracting agreement and

any other documentation reasonably requested by the Company (it being understood that
the Service Provider shall be permitted to redact any commercial terms which are
confidential and not required by the Company to assess compliance of the Service
Provider with its obligations under this Agreement);

(d) conduct regular audits as required to ensure that the Sub-Processor complies with the

Data Security Standards and its other contractual obligations and shall immediately notify
the Company in accordance with Section 10 of any breach of a Sub-Processor's
obligations. The Service Provider shall secure that the Sub-Processor grants direct audit
and inspection rights in accordance with Section 0 to the Company.

Poskytovatel siuZieb je povinny vo vztahu ku kazdému dalSiemu sprostredkovatelovi

(a) vykonat potrebné presetrenie za Ucelom uistenia sa, Ze dalsi sprostredkovatel je schopny

dodrZat Uroveri zabezpelenia osobnych tdajov Spoloénosti vyZadovany touto Zmluvou
a Hlavnou zmluvou este pred tym, neZ déjde k prenosu osobnych tdajov Spolo¢nosti na
dalsieho sprostredkovatela;

(b)  uzatvorit s dalsim sprostredkovatelom pisomnd zmluvu, ktord zakotvi pre dal$ieho

sprostredkovatela rovnaké povinnosti vzhfadom na ochranu osobnych ddajov ako tie,
ktoré vyplyvaju pre Poskytovatela sluZieb z tejto Zmluvy. To bude platit najmé, nie vSak
vyluéne vo vztahu k povinnosti mi¢anlivosti a Standardom zabezpecenia ddajov, ktoré
musia byf dodrZiavané v stlade s &. 3;

(c) okamZite, na zdklade Ziadosti Spolocnosti, poskytndt Spoloénosti zmluvu s dal$im

sprostredkovatelom a dalsiu dokumentaciu, ktorts mbéZe Spoloénost spravodlivo poZadovat’
(je pochopitelné, Ze Poskytovatel” sluZieb je oprdvneny odstranit vsetky obchodné
podmienky, ktoré su dbverné a Spolocnost ich nepotrebuje na posudenie plnenia
povinnostf vyplyvajdcich z tejto Zmluvy pre Poskytovatela sluZieb);

(d)  vykondvat pravidelné audity za ucelom uistenia sa, Ze dalsi sprostredkovatel splia

Standardy zabezpelenia ddajov a dalSie zmluvné povinnosti a v sudlade s &, 10 je povinny
okamZite upovedomit’ Spolo&nost o akomkolvek poruseni povinnosti zo strany dalsieho
sprostredkovatela. Poskytovatel sluZieb je povinny zabezpelit, e dalsi sprostredkovatel
udelf Spolocnosti prava na priamy audit a kontrolu v sulade s &l. 9.

The Service Provider shall at all times provide the Company with an up to date list of Sub-
Processors engaged by the Service Provider for carrying out specific processing activities on
behalf of the Company, detailing company name, address and contact details, the specific area
of Contract Data Processing operations outsourced and the location of the Processing.
Poskytovatel’ sluZieb je povinny poskytovat Spolocnosti aktudlny zoznam dalSich
sprostredkovatefov pribranych Poskytovatelom sluZieb za Ucelom vykondvania specifickych
spracovatelskych &innosti pre Spofoénost, s uvedenim mena spolocnosti, adresy, kontaktnych
udajov a Specifikacie oblast! zmluvnych spracovatelskych operdcii a miesto, kde k spractvaniu
dochéadza.

In case of non-compliance of the Sub-Processor with its contractual obligations,

(a) the Service Provider shall remain fully liable to the Company for any damages caused by

such non-compliance and shall indemnify and hold harmless the Company against any
claims or damages in connection with or resulting from the engagement of the Sub-
Processor; and

(b) the Company shall be entitled to withdraw its consent to the engagement of such Sub-

Processor in which case the Service Provider shall promptly stop engaging such Sub-
Processor in connection with the Contract Data Processing and Section 0 shall apply with
respect to such Sub-Processor.

V pripade, ak dalsi sprostredkovatel’ nepini svoje zmiuvné povinnosti,

(a) Poskytovatel sluZieb nesie vodi Spoloénosti plnd zodpovednost za akukolvek $kodu

spdsobend tymto nedodrZanim povinnosti, je povinny odékodnit Spoloénost a zbavit ju
zodpovednosti za akukolvek Skodu a ndroky vyplyvajice alebo suvisiace s vyuZitim
dalsieho sprostredkovatela

(b)  Spolocnost bude opravnend vziat spdt svoj suhlas na zapojenie tohto daldieho

sprostredkovatela a Poskytovatel sluZieb bude povinny ukoncit' zapojenie tohto dalsieho
sprostredkovatela do spractvania zmluvnych osobnych ddajov. Cl. 0 sa v tomto pripade
bude vztahovat na tohto dal$ieho sprostredkovatela.
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RESTRICTED TRANSFERS / OBMEDZENE PRENOSY

The Parties will immediately upon request of the Company and prior to commencement of any
Restricted Transfer (i) enter into the standard clauses set forth in the Commission Decision
dated February 5, 2010 (2010/87/EU) and/or (ii) enter into or establish any other appropriate
instruments or undertakings required under applicable law to effect such Restricted Transfer
without breach of such applicable law. If so required by applicable law or reasonably requested
by the Company, Service Provider shall cause any Sub-Processor to enter into such instruments
or undertakings directly with the Company.

Pred zahajenim obmedzeného prenosu su strany povinné na Ziadost Spolocnosti (i) uzatvorit
standardné zmiuvné dolozky uvedené v rozhodnuti Komisie zo dfia 05.02.2010 (2010/87/EU)
a/alebo (ii) uzatvorit alebo zaviest akékolvek iné vhodné dokumenty alebo zdvézky
vyZadované platnym pravom za ucelom vykonania obmedzeného prevodu bez porusenia
prislusného prdva. Ak je to vyZadované platnym prdvom alebo dbvodne poZadované
Spoloénostou, Poskytovatel sluZieb je povinny zaistit, aby dalii sprostredkovatel’ vo vztahu
k dokumentom a zévézkom vstdpil do vztahu priamo so Spolocnostou.

"Restricted Transfer" means any transfer of Company Personal Data by or to any of the
Parties or a Sub-Processor which would be prohibited by applicable law in the absence of the
instruments or undertakings referred to in Section 0 above.

~Obmedzeny prenos" znamend akykolvek prenos osobnych udajov Spoloénosti Stranami
alebo dalsim sprostredkovatelom pripadne k tymto subjektom, ktory by bol zakdzany platnym
prévom v pripade, ak by neexistovali dokumenty alebo zavizky uvedené vyssie v &. 8.1

When processing Company Personal Data outside of the territory of the European Union or the
EEA or engaging in any act or practice regarding Company Personal Data where that act or
practice is subject to data protection laws in jurisdictions outside the territory of the European
Union or EEA, the Service Provider shall comply with those applicable laws, in particular provide
appropriate safeguards to ensure an adequate level of data protection in accordance with Art.
44 etseq GDPR.

Ak sa spracuvaju osobné tdaje Spolo¢nosti mimo Uzemia Eurdpskej Unie alebo EHP alebo sa vo
vztahu k osobnym ddajom Spoloénosti vykonava akdkolvek &innost, ktord z hladiska ochrany
UdBJOV podl:eha pravu platnemu mimo Uzemia Eurdpskej Unie alebo EHP, Poskytovatel siuZieb
musi splnat danym pravom zakotvené poZiadavky a prijat vhodné bezpecnostné opatrenia za
Ucelom uistenia sa, Ze je zabezpelena potrebnd miera ochrany osobnych Udajov v stilade s &.
44 a nasl. GDPR.

INSPECTIONS AND AUDITS / KONTROLY A AUDITY

Service Provider shall make available to the Company on request all information necessary to
demonstrate compliance with this Agreement, and shall allow for and contribute to auditsin
relation to the Processing of Company Personal Data, including inspections of the data-
processing facilities of the Service Provider,by the Company or an auditor mandated by the
Company in accordance with this Section 0,

Poskytovatel” sluZieb je povinny spristupnit Spolo¢nosti na jej poZiadanie vsetky informécie
potrebné na preukazanie stladu spracuvania ddajov s touto Zmiuvou, a v zmysle &asti 0
Zmiuvy je povinny umoznit Spoloénosti alebo auditorovi poverenému Spoloénostou vykonat
audit a spolupracovat s nimi pri vykondvani auditov vo vztahu k spractivania osobnych Udajov
Spolocnosti vratane inspekcii zariadeni, kde sa spractvanie tdajov Poskytovatelom sluZieb
vykondva.

The Company shall give Service Provider reasonable notice of any audit or inspection to be
conducted and shall make (and ensure that each of its mandated auditors makes) reasonable
endeavours to avoid causing (or, if it cannot avoid, to minimise) any damage, injury or
disruption to the Service Provider's premises, equipment, personnel and business in the course
of such an audit or inspection. Audits or inspections shall not be conducted outside normal
business hours or without notice, unless (i) the Company has given notice to the Service
Provider that the audit or inspection needs to be conducted on an emergency basis or (ii)
required to investigate an actual or reasonably suspected breach by the Service Provider of his
obligations under this Agreement.

Spoloénost je povinné vopred vhodnym spésobom ozndmit Poskytovatelovi sluieb kaZdy audit
alebo inspekciu a je povinnd (vratane fiou poverenych auditorov) vynaloZit nevyhnutné Usilie
aby sa predisio (a ak nie je moZné predist, tak aby sa minimalizovalo nebezpecenstvo) vzniku
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10.1

akychkolvek $kéd, zraneni alebo narudeniu &innosti Poskytovatela sluZieb, jeho zariadeni,
persondlu a podnikania v désledku takého auditu alebo inSpekcie. Audity a inSpekcie sa nesmu
vykondvat mimo pracovného Casu alebo bez ozndmenia, ibaZe (i) Spolocnost oznami
Poskytovatelovi sluzieb, Ze sa audit alebo kontrola musia vykonat naliehavo alebo (ii) je potreba
vydetrit skutoéné alebo dbvodne odakdvané porusenie povinnosti Poskytovatela sluZieb
vyplyvajucich z tejto Zmiuvy.

If the Company notifies the Service Provider about any deficiencies or irregularities related to
the Processing of Company Personal Data discovered during such audits or inspections,the
Service Provider shall promptly take any action required or reasonably requested by the
Company to remedy such findings and provide Company with written documentation evidencing
that the audit findings have been remedied as required by applicable law and this Agreement.
Ak Spoloénost oznami Poskytovatelovi sluZieb akékolvek nedostatky alebo nezrovnalosti pri
spractivani osobnych (dajov Spoloénosti zistenych auditom alebo indpekciou, Poskytovatel
sluZieb je povinny urychlene urobit vsetky opatrenia vyZadované alebo dévodne poZiadané
Spoloénostou za U(delom ndpravy zisteni a odovzdat Spoloénosti pisomnd dokumentaciu,
z ktorej bude zrejmé, ako boli auditom zistené nedostatky odstranené v zmysle poZiadaviek
prislusného préva a tejto Zmiuvy.

PERSONAL DATA BREACHES AND INCIDENTS / INCIDENTY A PORUSENIA OCHRANY
OSOBNYCH UDAJOV

The Service Provider shall immediately notify the Company of any actual or suspected technical,
organizational or other incidents (including incidents at Sub-Processors) which have resulted or
may result in a Personal Data Breach in the sense of Art. 33 par. 1 GDPR or otherwise have an
adverse effect on the integrity and security of Company Personal Data or the Contract Data
Processing ("Data Security Incident").Data Security Incidents include in particular, but are
not limited to, the following:

(a) Any actual or suspected unauthorized access, disclosure,loss, download, theft, blocking,
encryption or deletion by malware or other unauthorized action in relation to Company
Personal Databy unauthorized third parties;

(b) any operational incidents which may have an impact on the Processing of Company
Personal Data;

(c) any actual or suspected breach of this Agreement or applicable law by the Service
Provider, his employees or other vicarious agents to the extent that such breach relates
to Company Personal Data or the Service Provider's obligations under this Agreement; or

(d) any legally binding request for disclosure or seizure of Company Personal Data by a law
enforcement or other public authority unless the Service Provider is prohibited by
statutory law to notify such incident to the Company. In this case, the Service Provider
must notify the Company immediately upon such prohibition having ceased.

Poskytovatel sluZieb je povinny bezodkladne ozndmit Spolonosti vSetky uskutoénené
technické, organizacné alebo iné incidenty (vrdtane incidentov dalSieho sprostredkovatela),
ktoré vydstili alebo by mohli vyUstit do porusenia ochrany osobnych udajov v zmysle El. 33 ods.
1 GDPR, alebo by mohii mat nepriaznivy vplyv na celistvost a bezpecnost osobnych udajov
Spoloénosti alebo spracdvanie zmiuvnych osobnych Udajov, a to aj vratane podozrenia na
takyto incident (dalej len ,Bezpeénostny incident"). Bezpecnostnym incidentom sa rozumie
najmd, nie vsak vylucne:

(a) vykonany neoprdvneny pristup, spristupnenie, strata, stiahnutie, kradeZ, zablokovanie,
zadifrovanie alebo vymaz uskutoéneny malwarom alebo inym neoprdvnenym konanim
tretej strany vo vztahu k osobnym tdajom Spolocnosti, vrétane podozrenia na takéto
konanie;

(b) akékolvek prevadzkové incidenty, ktoré by mohli mat vplyv na spracuvanie osobnych
Udajov Spoloénosti;

(©) Poskytovatefom slufieb, jeho zamestnancami a poverenymi zdstupcami vykonané
porusenie tejto Zmluvy alebo prislusného pravneho predpisu vrétane podozrenia na
takéto porusenie, v takom rozsahu, Ze sa toto porusenie tyka osobnych Udajov
Spoloénosti alebo povinnosti Poskytovatela sluZieb podia tejto Zmluvy; alebo

(d) vietky pravne zdvizné poZiadavky na spristupnenie alebo zadrZanie osobnych udajov
orgdnmi &innymi v trestnom konani alebo inym verejnym orgdnom okrem pripadu, ak
platné pravne predpisy zakazuji Poskytovatefovi sluZieb oznamit takyto incident
Spoloénosti. V tomto pripade je Poskytovatel’ sluzby povinny informovat Spolocnost
bezodkladne po tom, ako bude zékaz zruseny.

11



10.2 The Service Provider must notify the Company immediately, but in any case no later than 24

10.3

10.4

hours after becoming aware of a Data Security Incident. Service Provider's notification to the

Company must be comprehensive and include any information the Company specifically requests

or which may reasonably be expected to be required or appropriate in order to comply with its

legal obligations in relation to the Data Security Incident. This includes in particular any

information required under Art. 33 par. 3 GDPR and as a minimum the following:

(a) the nature of the Data Security Incident, the categories and numbers of Data Subjects
concerned, and the categories and numbers of Personal Data records concerned;

(b) the name and contact details of Service Provider's data protection officer or other
relevant contact from whom more information may be obtained;

(©) the likely consequences of the Data Security Incident; and
(d) the measures taken or proposed to be taken to address the Data Security Incident.

Poskytovatel sluZieb je povinny bezodkladne, najneskér do 24 hodin od kedy sa o fiom dozvie,
oznamit Spolocnosti Bezpednostny incident. Oznamenie musi byt kompletné a musi obsahovat
vSetky informdcie, ktoré Spolocnost vyslovne poZaduje alebo u ktorych moZno dévodne olakdvat,

Ze ich bude vyZadovat vzhladom na svoje zdkonné povinnosti pri existencii Bezpecnostného

incidentu. To sa tyka predovSetkym informacii vyZadovanych podfa ¢&. 33 ods. 3 GDPR

a minimdlne tychto informdacii:

(8) povaha Bezpelnostného incidentu, kategdrie a pocet dotknutych oséb, ktorych sa incident
tyka a kategérie a polet zéznamov o osobnych tdajoch, ktorych sa Bezpecnostny incident
tyka; '

(b)  meno a kontaktné ddaje na zodpovedni osoby Poskytovatela sluZieb alebo kontakt na int
relevantnu osobu, od ktorej bude mozné ziskat viac informacif;

(c)  pravdepodobné dopady Bezpeénostného incidentu na ochranu osobnych ddajov a
(d)  prijaté alebo navrhnuté opatrenia za Uéelom ndpravy Bezpednostného incidentu.

The Service Provider is not authorized to notify a Data Security Incident to a Supervisory
Authority or other authority, the data subjects concerned or any other third parties unless the
Service Provider is required to do so under applicable law (e.g. if the Data Security Incident
results in a Personal Data Breach for which the Service Provider is himself responsible as
Controller). In such event, the Service Provider shall, to the extent permitted under applicable
law, liaise and coordinate with the Company prior to making a notification. The Parties shall
use their best efforts to agree on a joint approach with a view to prevent any contradicting or
inconclusive notifications. This includes providing each other with the details of any notification
and the date and time on which notification will be made.

Poskytovatel sluZieb nie je opravneny oznamit' Bezpecénostny incident dozornym orgdnom, inym
organom, dotknutym osobam alebo inym tretim stranam, okrem pripadu, ak ma takito
povinnost v zmysle prisiuéného préva (napr. Bezpecnostny incident vyusti do PoruSenia ochrany
osobnych Udajov, v ktorom pripade ma Poskytovatel’ sluZieb rovnaki zodpovednost ako
prevadzkovatel). V takomto pripade je Poskytovatel” sluzieb povinny v rozsahu povolenom
prislusnym prédvom, spolupracovat so Spoloénostou skbr, neZ urobi potrebné ozndmenie.
Zmluvné strany su povinné vynaloZit najvyssie moZné dsilie na dohodu o spoloénom postupe
s ciefom zabrdnif rozpornym alebo bezvyslednym ozndmeniam. To zahfia vzdjomné
informovanie sa o detailoch akéhokolvek ozndmenia a datumu a Casu, kedy bude toto
oznamenie uskutoénené.

In the event of a Data Security Incident, the Service Provider shall immediately and in
coordination with the Company take any measures required and adequate under applicable law
and technical standards to restore the confidentiality, integrity and availability of the Company
Personal Data and the resilience of the processing systems and services and to mitigate the risk
of harm and/or any detrimental consequences for the data subjects affected or potentially
affected by the Data Security Incident. The Service Provider shall promptly provide the
Company with a written incident report detailing such measures taken and specific measures
taken to prevent similar incidents in the future.

V pripade Bezpecnostného incidentu je Poskytovatel sluZieb povinny okamZite a v spoluprdci so
Spoloénostou prijat akékofvek vyZadované a primerané opatrenia podla prislusného préva
a technickych poZiadaviek za uéelom obnovenia micanlivosti, celistvosti a dostupnosti osobnych
Udajov Spolocnosti, odolnosti spracovatelskych systémov a operdcii a znizenia rizika Skody
a/alebo vsetkych neZiaducich nasledkov pre dotknuté osoby, ktorych sa Bezpednostny incident
tyka alebo by sa mohol tykat. Poskytovatel siuZieb je povinny urychlene poskytnut Spolocnosti
pisomnd spréavu o Bezpecnostnom incidente s uvedenim, aké opatrenia boli prijaté a aké
Specifické opatrenia sa prijmu, aby sa predislo obdobnym incidentom v budtcnosti.
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11.

12.

12.1

12.2

12.3

COMMUNICATION WITH AUTHORITIES / KOMUNIKACIA S URADMI

To the extent permitted under applicable law,

(a) the Service Provider shall immediately notify the Company in the event of any audits,
enquiries, investigations, requests, orders or other proceedings or matters which may
relate to Company Personal Data or the Service Provider's obligations under this
Agreement by a Supervisory Authority or any other public body in relation to the
Processing of Company Personal Data ("Authority Enquiries"). The Parties shall use
best efforts to support each other and to ensure an aligned and coordinated
communication with the Authority in relation to any Authority Enquiries.

(b) in the event of a dispute with, orders or fines imposed or other claims brought by a
Supervisory Authority or other competent authority concerning the Processing of
Company Personal Data against either or both Parties, the Parties shall promptly notify
and inform each other and shall cooperate and coordinate with a view to effectively
defend themselves against such claims or settling them amicably in a timely fashion.

V rozsahu povolenom podla prisiusného préva,

(a) Poskytovatel sluZieb je povinny bezodkladne informovat Spoloénost o auditoch, $etreniach,
vySetrovaniach, Ziadostiach, prikazoch alebo inych &innostiach, ktoré by sa mohli dotykat
osobnych Udajov Spolocnosti alebo povinnosti Poskytovatela sluZieb podia tejto Zmiuvy
zo strany dozorného organu alebo iného verejného orgdnu v sdvislosti so spracdvanim
osobnych Udajov (dalej len ,Uradné Setrenie"). Zmiuvné strany su povinné vynaloZit
maximalne Usilie, aby sa navzdjom podporovali, a aby si zaistili spolonu a koordinovanu
komunikaciu s Uradmi pri Uradnom Setreni.

(b) v pripade sporov, uloZenia povinnosti, pokdt alebo vznesenia inych nérokov zo strany
dozornych organov alebo inych zodpovednych orgdnov tykajdcich sa spracdvania
osobnych udajov Spolocnosti voli ktorejkolvek zmluvnej strane, Zmluvné strany su
povinné navzajom sa informovat aoboznamovat asd povinné spolupracovat
a koordinovane postupovat s cielom ucinne sa branit voéi takymto narokom alebo véas
dosiahnut mimosddne urovnanie.

RETURN AND DELETION OF COMPANY PERSONAL DATA / VRATENIE A VYMAZANIE
OSOBNYCH UDAJOV SPOLOCNOSTI

Upeon termination of the Main Contract or anytime upon request of the Company, the Service
Provider shall promptly delete and procure the deletion by Sub-Processors of all copies of
Company Personal Data. Service Provider will, upon request of Company return a complete copy
of all Company Personal Data to Company by secure file transfer in the format requested by
Company.

Pri ukon&eni Hlavnej zmiuvy alebo kedykolvek o to Spoloénost poZiada, Poskytovatel sluZieb je
povinny urychlene vymazat a dosiahnut vymazanie vsetkych kopii osobnych udajov Spolocnosti
spracuvanych dalsim sprostredkovatefom. Poskytovatel sluZieb na Ziadost Spoloénosti vrati
Spoloénosti Upintd kdpiu véetkych osobnych (dajov Spolocnosti pouZitim bezpeéného prenosu
stborov vo forméate poZadovanom Spoloénostou.

Service Provider may retain Company Personal Data to the extent required by applicable law and
only to the extent and for such period as required by applicable law and always provided that
Service Provider shall ensure that such retained Company Personal Datais (i) kept confidential
and protected against unauthorized access, disclosure or use and (ii) only processed as
necessary for the purpose(s) specified in the applicable law requiring its storage and for no other
purpose.

Poskytovatel sluZieb je opravneny uchovavat osobné Udaje Spolocnosti v rozsahu nevyhnutnom
padla prislusného prava a len v rozsahu a po takt dobu, ako to poZaduje prislusné pravo a vZdy
za predpokiadu, Ze Poskytovatel sluZieb zaisti, Ze uchované osobné Udaje spoloénosti (i) zostanu
dbverné a chranené pred neopravnenym pristupom, spristupnenim alebo pouZitim a (ii) budu
spracuvané len na nevyhnutny uUfel Specifikovany v prisiudnom prévnom predpise poZadujicom
ich uchovavanie a na Ziadny iny ucel.

The Service Provider shall not have any right of retention in this respect and shall, upon request
of the Company, immediately confirm full compliance with the above obligations in writing. If so
reasonably requested by the Company, the Service Provider shall allow for and contribute to
audits, including inspections, conducted by the Controller to ascertain compliance with this
Section. Such audits are to be conducted in accordance with Section 0 accordingly.
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12.4

13.

13.1

13.2

13.3

14.

14.1

Poskytovatel” sluZieb nemd Ziadne pravo na uchovévanie a je povinny na Ziadost Spoloénosti
okamzite pisomne potvrdit spinenie vy$$ie uvedenych povinnosti, Ak to mbéZe Spoloénost
spravodlivo poZadovat, Poskytovatel sluZieb je povinny umoZnit a spolupracovat pri auditoch,
vratane inspekcif, vykonavanych prevadzkovatelom za (éelom dosiahnutia suladu podfa tohto
Clanku. Takéto audity musia byt vykondvané v siilade s &, 0.

Service Provider shall promptly ensure that all Sub-Processors comply with this Section
accordingly.

Poskytovatel” sluzieb musi urychlene zaistit, aby s tymto &dnkom vyslovili sthlas vsetci daléf
sprostredkovatelia.

BREACH OF THIS AGREEMENT /PORUSENIE TEJTO ZMLUVY

In the event of a material breach of the Service Provider's duties and obligations under this
Agreement which affects the integrity and security of Company Personal Data, the Company
shall be entitled to terminate this Agreement and the Main Contract for cause with immediate
effect.

V pripade podstatného porusenia povinnosti a zédvézkov vyplyvajicich z tejto Zmiuvy, ktoré
ovplyviiuje celistvost a bezpeénost osobnych ddajov Spolo&nosti zo strany Poskytovatela sluZieb,
Spolocnost’ bude z tohto dévodu opravnena ukondit tito Zmluvu a Hlavnd zmluvu s okamZitou
ucinnostou.

Notwithstanding the provisions of the Main Contract, the Service Provider shall be fully liable in
accordance with applicable law for any breach of its duties under this Agreement and shall fully
indemnify the Company and its Affiliates and each of their respective directors, employees and
agents against and hold them harmless from any losses, liabilities, claims, damages, fines,
penalties and any other costs (including reasonable costs of investigation and defence and
reasonable attorneys’ and other professionals’ fees) suffered or incurred based upon,
attributable to or arising from such breach of this Agreement. Such indemnification obligation
shall not be limited by any caps or other restrictions under the Main Contract.

Bez ohladu na ustanovenia Hlavnej zmiuvy, Poskytovatel sluZieb bude v sulade s prisiugnym
pravom plne zodpovedny za kaZdé porusenie povinnosti podfa tejto Zmluvy a bude povinny
v celom rozsahu uhradit $kodu, ktord vznikne Spoloénosti, jej pridruzenym spoloénostiam,
a kazdému zich clenov predstavenstva, zamestnancov a zastupcov, aby ich ochrdnil pred
akoukolvek stratou, zavdzkami, uplatnenymi narokmi, Skodou, pokutami trestami a vietkymi
dalsimi vydavkami (zahfiiajic odbévodnené vydavky za vySetrovanie, obranu, trovy prévnych
zastupcom a inych odbornikov), ktoré vznikli na podklade vyssie uvedeného porusenia Zmluvy
alebo v dbsledku takého porusenia. Povinnost ndhrady skody nebude obmedzend na zéklade
limitov ani inych obmedzeni uvedenych v Hlavnej zmiuve.

In the event of a dispute between the parties, the legal relationship is governed, in particular,
by the GDPR and by law and the legislation of the Slovak Republic. The parties agree that the
competent court shall be the general court of the Company at the time of occurrence of the
dispute.

V pripade sporu medzi Zmluvnymi stranami sa pravny vztah riadi predovéetkym ust. GDPR a
pravnymi predpismi Slovenskej Republiky.

AMENDMENT FOR DATA PROTECTION COMPLIANCE / DODATOK TYKAJUCI SA ZHODY S
OCHRANOU OSOBNYCH UDAJOV

Company may from time to time by written notice to Service Provider propose any amendments
to this Agreement which Company reasonably considers to be necessary to address the
requirements of applicable law. If Company gives such notice, the Parties shall promptly co-
operate (and ensure that any affected Sub-Processors promptly co-operate) to ensure that
appropriate amendments are made to address the requirements identified in Company's notice as
soon as is reasonably practicable.

Spolocnost’ je opravnend kedykolvek navrhnut Poskytovatelovi sluZieb pisomné dodatky k tejto
Zmluve, ktoré Spoloénost oddvodnene povaZuje za nevyhnutné za ucelom spinenia poZiadaviek
prisluéného préva. Ak Spolocnost navrhne uzatvorenie dodatku, Zmluvné strany s povinné
urychlene spolupracovat’ (a zabezpecit aby spolupracovali aj dalsi zapojeni sprostredkovatelia),
aby sa uistili, Ze boli prifaté vhodné dodatky zodpovedajlice poZiadavkém v oznameni
Spofocnosti tak rychlo, ako to je z asového hladiska uskutolnitelthé.
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14.2

15.

In the event of any changes of applicable law or guidance by supervisory authorities or any
specific instructions or orders by competent supervisory authorities in relation to this Agreement,
the Parties shall promptly amend this Agreement as reasonably required and appropriate to
ensure compliance with such changed legal requirements.

V pripade akychkolvek zmien prislusného prédva alebo pokynov dozorného organu alebo
Specifickych pokynov kompetentnych dozornych oséb vztahujucich sa k tejto Zmluve, Zmiuvné
strany st povinné urychlene uzatvorit poZadovany a vhodny Dodatok, aby doslo k napineniu
takychto zdkonnych poZiadaviek.

LIST OF DEFINITIONS / ZOZNAM VYMEZENYCH POJMOV

"Admissible Purpose" has the meaning assigned to the term in SectionO.

“Agreement" has the meaning assigned to the tem in the Preamble.

"Affiliate" means any legal entity directly or indirectly controlling or controlled by or under
direct or indirect common control with the specified entity. "Control", for the purposes of this
definition, means the power to direct the management and policies of such entity, directly or
indirectly, whether through the ownership of voting securities, by contract or otherwise,
"Authority Enquiries" has the meaning assigned to the term in Section11.

"Company Personal Data" means any Personal Data processed by the Service Provider on
behalf of the Company pursuant to or in connection with the Main Contract.

"Contract Data Processing" has the meaning assignedto the term in the Preamble.

"Contract Services" has the meaning assigned to the term in Section0.

"Data Security Incident" has the meaning assigned to the term in Section 0.

"Data Security Standards" has the meaning assigned to the term in Section 0.

"Data Subject Requests" has the meaning assigned to the term in Section 0.

"EEA" means the European Economic Area.

"GDPR" has the meaning assigned to the term in Sectionl.

"Main Contract" has the meaning assigned to the term in the Preamble.

"Processing Services" has the meaning assignhed to the term in SectionO.

"Sub-Processor" has the meaning assigned to the term in Section0.

"Third Country" means the countries which are not a member of the EU or EEA and have not
been recognized by the European Commission as providing an adequate level of Personal Data
protection, which include, as of November 2017, Andorra, Argentina, Canada, Faeroe Islands,
Guernsey, Israel, Isle of Man, Jersey, New Zealand, Switzerland and Uruguay.

Vyznam terminu ,Pripustny dacel" je uvedeny v &ldnku 0.

Vyznam terminu ,Zmluva" je uvedeny v uvode Zmiuvy.

LPridruZend spoloénost" je akdkolvek pravnicka osoba priamo alebo nepriamo ovladané alebo
oviddajica pod priamou alebo nepriamou kontrolu Specidlneho subjektu. ,Oviddanie" pre tcely
tejto definicie znamené prévo riadit vedenie a politiky takéhoto subjektu, priamo alebo nepriamo,
& uZ na zdklade véaésinového hlasovacieho prdva, zmiuvy alebo z iného dbvodu.

Vyznam terminu ,Uradné Setrenie" je uvedeny v &lénku 11.

~Osobné ddaje Spoloénosti® s vsetky osobné Udaje spracivané Poskytovatelom sluZieb
v mene Spoloc¢nosti na zaklade alebo v suvislosti s Hlavnou zmiuvou.

Vyznam terminu ,Spractvanie zmluvnych osobnych ddajov" je uvedeny v uvode Zmiuvy.
Vyznam terminu ,Zmluvné sluZby" je uvedeny v ¢lanku 0.

Vyznam terminu ,Bezpeénostny incident" je uvedeny v &lanku 0.

Vyznam terminu ,Standardy zabezpedenia tidajov" je uvedeny v &lanku 0.

Vvznam terminu ,PoZiadavky dotknutych oséb" je uvedeny v ¢lanku 0.

+EHP" znamena Eurdpsky hospodarsky priestor.

Vyznam terminu ,GDPR" je uvedeny v ¢lanku 1.

Vyznam terminu ,Hlavna zmluva" je uvedeny v Gvode Zmiuvy.

Vyznam terminu ,Spracovatel’ské sluZby" je uvedeny v &lanku O.

Vyznam terminu ,Dal$i sprostredkovatel™ je uvedeny v &lénku 0.

.Tretia krajina" je krajinu, ktord nie je Clenom EU alebo EHP a nebola uznana Eurdpskou
komisiou ako krajina poskytujlca zodpovedajlcu Uroveri ochrany osobnych tidajov, medzi ktoré
krajiny sa novembru 2017 zahffiaju krajiny : Andorra, Argentina, Kanada, Faerské ostrovy,
Guernsey, Izrael, ostrov Man, Jersey, Novy Zéland, SvajCiarsko a Uruguaj.
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16.

16.1

16.2

16.3

16.4

16.5

16.6

FINAL PROVISIONS / ZAVERECNE USTANOVENIA

Order of precedence.This Agreement varies the terms of the Main Contract and the provisions
of this Agreement are incorporated into and form part of the Main Contract as if set out in the
Main Contract in full. In the event of any conflict or inconsistency, the provisions of this
Agreement shall take precedence over the provisions of the Main Contract. Otherwise, the
provisions of the Main Contract shall remain in full force.

Priorita zmliv. Této zmluva meni podmienky Hlavnej zmluvy a ustanovenia tejto Zmluvy su do
nej zallenené a tvoria sulast Hlavnej zmluvy, ako je uvedené v Hlavnej zmluve. V pripade
akéhokolvek rozporu alebo nezrovnalosti, ustanovenia tejto Zmluvy maju prednost pred
ustanoveniami Hlavnej zmluvy. Ostatné ustanovenia Hlavnej zmiuvy zostivajli v platnosti
v celom rozsahu.

Written form. No change of or amendment to this Agreement and any of its terms shall be
valid and binding unless made in writing and unless they make express reference to being a
change or amendment to this Agreement. The foregoing shall also apply to the waiver of this
mandatory written form.

Pisomné forma. Zmeny alebo dodatky k tejto Zmiuve nebudd platné a zavézné, ak nebudl
urobené pisomne a nebude v nich vyslovne uvedené, Ze sU dodatkom k tejto Zmluve. Vyssie
uvedené bude platit aj v pripade zrieknutia sa povinnej pisomnej formy

Severance. Should any provision of this Agreement be invalid or unenforceable,then the
remainder of this Agreement shall remain valid and in force. The invalid or unenforceable
provision shall be either (i) amended as necessary to ensure its validity and enforceability,
while preserving the parties’ intentions as closely as possible or, if this is not possible, (ii)
construed in a manner as if the invalid or unenforceable part had never been contained therein.
This shall apply accordingly in the event of any unintended gaps.

Oddelitelnost. V pripade, ak sa niektoré ustanovenie tejto Zmliuvy stane neplatnym alebo
nevymozitelnym, zostavajuce ustanovenia Zmluvy zostavaju platné a déinné, Neplatné alebo
nevymozZite/hé ustanovenia budd bud’ (i) dopinené podia potreby tak, aby sa zaistila platnost
a vyndtitefhost pri maximaélnom zachovani zameru Zmluvnych stran, a ak to nie je mozné (ii)
bude Zmiuva vykladand spésobom, ako keby v nej neboli neplatné a nevymoZitelné
ustanovenia vBbec zakotvené. Toto sa pouZije aj v pripade akychkolvek nezamy$&lanych medzier.

This Agreement is valid and effective upon the signature by both parties,
Zmluva nadobtida platnost a dcinnost driom jej podpisu obidoma Zmluvnymi stranami.

This Agreement has been executed in the English and Slovak languages. In the case of
ambiguity or discrepancies between the two versions, the Slovak version shall prevail.

Tdto Zmiuva je wvyhotovena v anglickom jazyku a slovenskom jazyku. V pripade
nejednoznalnosti alebo nezrovnalosti medzi oboma verziami, je rozhodujlica slovenskd verzia
Zmluvy.

This Agreement has been executed in two identical copies, one copiy to be received by
Company and one by Service Provider.

Zmiuva je vyhotovena v dvoch vyhotoveniach, ztoho jedno pre Spoloénost ajedno pre
Poskytovatela sluzieb.
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Gbelany, date 26.8.2018
Gpelan dria, 26.8.2018
MO%E% rths .r ;’;3 a SOrooo

On behalf of M30b|s ékfvak:a S.r.o.

Menom Mobis Slovakia, s.r.o.
Younghwa Kim, CEQO/ konatel’
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Gbelany, date 26.8.2018
Gbelany, dria 26.8.2018

Stredna odborna Skola elekirotechnicka ‘

Kornenskehzo & 5DN 4

010 01 ZILINA /
/ e

On behalf of: Elgétrotechmcal high school

(SOSE), Komenského 50, 010 01 Zilina

Menom: Stredna odborna Skola elektrotechnrcké
Komenského 50, 010 01 Zilina

Ing. Lubomir Kralik, director/riaditel




ANNEX 2.2- SPECIFICATION OF DATA PROCESSING/ PRILOHA 1 - SPECIFIKACIA
SPRACUVANIA OSOBNYCH UDAIOV

1. PURPOSE OF PROCESING / UCEL SPRACUVANIA

Any Processing hereunder will be performed exclusively for the purpose of executing the Main
Agreement. This includes in particular the following purposes:

(a) Maintain documentation of practical training

Akékolvek spracdvanie tdajov bude vykondvané vyluéne na (éel pinenia Hlavnej zmiuvy. Tento za-
hffia konkrétne nasledovné déely :

(a) Vedenie dokumentacie suvisiace s vykonom praktického vyuéovania.

2. TYPES OF PERSONAL DATA / TIPY OSOBNYCH UDAJOV SPOLOCNOSTI

a. Common personal data of students (especially: name, surname, attendance, field of study,
phone number, date of birth, class, evaluation)

a. Beiné osobné Udaje (najméd: meno, priezvisko, dochddzka, rok narodenia, telefénne Cislo,
trieda, studijny odbor, hodnotenie)

3. CATEGORIES OF DATA SUBJESTS CONCERNED / KATEGORIE DOTKNUTYCH 0SOB
(a) Students in practise

(a)  Ziaci na praxi
4. LIST OF AUTHORIZED OPERATION/ZOZNAM POVOLENYCH SPRACOVATELSKYCH CINNOSTF

collection, recording, organize, retrieval, consultation, use, store, blocking, liquidate; processing

operation can only be performed in connection with the fulfilment of duties and obligation of
Main contract an Agreement

ziskavanie, zaznamenavanie, usporadivanie, vyhladavanie, prehliadanie,vyuZivanie,uchovévanie,

blokovanie,vymazanie; spracovatelské Cinnosti sa mdzZu vykonavat iba v sdvislosti s  plnenim
prav a povinnostf podia Hlavnej zmluvy a Zmiuvy.

Osobné udaje budl spracivané Ciastoéne automatizovanymi prostriedkami, t.j. kombindciou
fudského faktora a technoldgie.
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ANNEX 3.2 - DATA SECURITY STANDARDS / PRfLOHA 2 -~ STANDARDY ZABEZPECENIA

UDAJOV

Technical and Organizational Security Measures
Technické a organizaéné bezpecnostné opatrenia

Physical access control / Kontrola fyzického pristupu
Physical access control / Kontrola fyzického pristupu

e Access to vuinerable building areas and rooms is controlled and documented. The
implementation of physical access control measures is implemented through internal

documentation.

e There are mechanical access control systems for monitoring the entry to the building/building

areas.

e Details on the administration and maintenance of mechanical access control systems are

included in the documentation for the access control system.
e Entries to the building or individual areas and the respective exits are logged.
« The access log data are evaluated regularly and/or on specific occasions.

s The recording of entries and exits to and from the building are used exclusively in accordance

with the purpose of data protection control.

¢ The security system for access control is not breached by the delivery of data media,

documents, lists or other media.
e A security plan for the building that also contains information on access capabilities exists.

e Security zone classifications are included in the IT security plan or security plan for the building.
e Distribution rooms (electricity, water, gas, telephone, alarm systems, etc.) are protected

against unauthorized access.
e The building has continuous exterior protection.
e There are reasonable, non-mechanical access control measures for the building.
e Access logs are retained only as long as required for their intended permitted purpose.
e The Evaluation of access logs is compliant with data protection regulations.

Pristup do ,citlivych® oblasti budov a miestnosti je kontrolovany a zadokumentovany. Imple-

mentdcia opatreni na kontrolu fyzického pristupu je obsiahnuta v internej dokumentacii.

Pre déely monitorovania vstupu so budovy/priestorov st zavedené mechanické systémy kon-

troly pristupu.

Podrobnosti o sprdve a udrzbe mechanickych systémov kontroly vstupu sd zahrnuté

v dokumentacii k systému kontroly pristupu.
Z’aznamenévajt.'r sa vstupy a odchody do/z budovy alebo do jednotlivych priestorov.
Udaje o pristupoch st vyhodnocované pravidelne alebo v pripade potreby.

Zéznamy o vstupoch a odchodoch z a do budovy su pouZité vyluéne v sulade s dcelom, dodr-

Ziavajic zasady ochrany osobnych Udajov.

Dorucenie nosicov dét, dokumentov, listov alebo inych médii nie je porusenim bezpelnostného

systému kontroly pristupu.
Informécie o moZnostiach pristupu sd obsiahnuté aj v bezpeénostnom plane budovy.

Klasifikdcie bezpecnostnych zén su zahrnuté v IT bezpeénostnom plane alebo bezpecnostnom

pldne pre dant budovu.

Rozvodné miestnosti (elektrina, voda, plyn, telefén, poplasny systém atd.) su chranené pred

neopravnenym pristupom.
Budova ma zabezpedenu nepretrZitu externu kontrolu.

Pre budovu su zavedené primerané, iné ako mechanické opatrenia na zabezpelenie kontroly

pristupu.

Zaznamy o pristupoch sa uchovavaju len tak dlho, ako je to nevyhnutné pre ich zamyslany do-

voleny ucel.

Hodnotenie zéznamov o pristupoch je v stlade s pravnymi predpismi o achrane osobnych Uda-

Jjov.

1.2 Organizational access controls / Systém kontroly pristupu

e Identification is mandatory for external individuals by means of a visibly displayed visitor’s

pass in case it is determined by internal documentation.

e Code or ID cards that are issued to external individuals have a strictly limited period of validity
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determined on the basis of the purpose of the visit.

Visitor and company identifications are allocated in a revisable manner.

Visitor identification is revoked daily.

Personal details of company visitors are recorded in a visitor log/visitor list.

Ak je to zakotvené vo vndtornych predpisoch, névstevnici musia byt oznadeni pomocou
preukazu ndvstevnika upevneného na viditelhom mieste.

Kéd alebo preukaz vydany navstevnikom ma striktne obmedzenti dobu platnosti v zavislosti od
Ucelu navstevy.

Identifikacie navstevnikov a spoloénosti st pridelované spésobom, ktory je moZné revidovat’
Identifikacia navstevnikov ma jednodriov platnost.

Osobné udaje navstevnikov spoloc¢nosti su evidované v knihe névétev / zozname névétevnikov.,

Server rooms (“Closed shop” operation) / Serverovne (operacia ,zavretého obchodu™)

Entries to the computer room are reduced to a low number to allow a safe control of accesses
and exits. :

Measures for room surveillance of server rooms are implemented.

The Service provider's servers operate in a closed and access-controlled area.

Only qualified employees - classified based on explicit criteria - have access to the server

rooms.
Network components are located in dedicated, access-controlled areas.

Maintenance and cleaning personnel shall undergo applicable access control tests for the
server rooms.

Maintenance and cleaning personnel can only move within previously defined areas.

Regular inspection of security measures for their effectiveness is conducted.

Pristup do pocitacovych miestnosti je obmedzeny na taky Uroveri, aby bolo moZné kontrofovat
prichody a odchody.

Si zavedené opatrenia na monitorovanie priestorov serverovien.

Servery Poskytovatefa sluZieb sa nachadzaji v uzatvorenej oblasti s kontrolovanym pristupom.
Do serverovien maju pristup len kvalifikovani zamestnanci, ktori splfiaji presne zadefinované
kritéria.

Sietové stcasti si umiestnené vo vyhradenych priestoroch s obmedzenym pristupom.
Zamestnanci obsluhy a udrZby maju pristup do serverovien len po tom, ako podstipia
prisiusné kontrolné pristupové testy,

Zamestnanci obsluhy a ddrzby sa mézu pohybovat len vo vopred vymedzenych priestoroch.
Vykondva sa pravidelnd previerka bezpeénostnych opatrenf s cielorm posudit ich dé&innost.

Logical access control / IT kontrola pristupu
Logical access control measures / Opatrenia na zabezpecenie IT kontroly pristupu

A description of logical access control is available.

Information systems and services have a formal user registration and de-registration process
for granting and withdrawing/cancelling access authorizations.

The complexity of passwords and PINs is subject to minimum requirements that meet the
current state of the art.

The procedure with passwords (e.g., prohibition of disclosure, storage) is regulated in written
form.

Je k dispozicii popis IT pristupového kontrolného systému.

Informaclné systémy a sluZby s zabezpedené procesom formainej uZivatelskej registrécie a jej
zruSenia na zabezpedenie a zamietnutie/zrudenie pristupovej autorizacie.

Komplexnost hesiel a PIN kédov podlieha minimainym poZiadavkédm vzhladom na sucasny
technicky stav.

Postup na zachadzanie s heslami (napr. zdkaz zverejnenia, uchovévanie) je predmetom
pisomnej regulacie.

Network access protection / Ochrana siefového pristupu

External access to the network is provided over a secure connection (e.g., VPN, certificate).

It is ensured that only authorized persons have logical access to network components.

There is a formal approval procedure that systems and applications involving personal data
must follow before obtaining network access.

It is ensured that only authorized devices obtain logical access to the organization's network.
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For applications that are accessible via Internet, there exists both a multistage IT architecture
and a demilitarized zone (DMZ). Network segments are segregated from each other into
various levels based on their security requirements to prevent data traffic between different
vulnerable segments.

Pristup do externej siete sa uskutolriuje prostrednictvom chréneného pripojenia (napr. VPN,
certifikat).

Len osoby s potrebnym opravnenim majd pristup k sietovym stdastiam.

Systémy a Ziadosti (formulare) obsahujice osobné Udaje musia prejst formélnym
schvalovacim procesom, neZ ziskaju pristup k sieti.

Len tie zariadenia, ktoré ziskaju autorizaciu, maju pristup do siete Poskytovatela sluZieb.Pre
aplikacie pristupné cez internet existuje viacstupriova IT architektira a demilitarizovana zona
(DMZ). Sietové sucasti st od seba oddelené a zaradené do réznych trovni vzhiadom na ich
bezpecénostné poZiadavky za ucelom zabranenia prenosu dat medzi viacerymi citlivymi
siéastami.

Maintenance access protection / Udrzba ochrany pristupu

For remote maintenance, a person that is an employee/authorized person of the Service
provider sets up the call, i.e. the call setup takes place within the network.

Software modifications by external personnel as part of (remote) service calls are approved by
the responsible area and subsequently monitored.

Za ucelom vykonu dialkovej UdrZby, osoba ktora je zamestnancom/osobou poverenou
Poskytovatelom sluZieb nastavi servisnt linku, t.j. linku fungujicu v rémci siete.

Upravy softwaru vykondvané externymi zamestnancami ako sticast (dialkovych) servisnych
liniek, st schvalované zodpovednymi osobami a nasledne monitorované.

Data access controls / Kontroly pristupu k (dajom
Data access protection measures / Opatrenia na ochranu pristupu k Gdajom

An authorization concept regulates the granting and withdrawal of rights.

There is a validation process for the authorization process and the authorizations granted, and
the respective documentation is available.

Authorization processes ensure at all times that only specifically authorized persons hold
admittance, access and entry authorizations to relevant installations for the provision of
services (buildings, rooms, systems, network, applications) (need-to-know principle).

All modifications to the authorizations are documented revisable to allow tracking of which
authorizations were granted at which time to which persons.

The users ensure that their DP equipment is appropriately protected when it is unattended.

The “clean desk” and “clear screen” principles are actively implemented.

Special security software of an external manufacturer is installed for guaranteeing data and
access protection.

Autorizaény postup reguluje poskytovanie a odvolanie prav.

V procese autorizacie je zavedeny proces potvrdenia platnosti a priznania autorizacie, k omu
je k dispozicii prisiusnd dokumentacia.

Autorizaény proces v kaZdom okamihu zaistuje, Ze len osoby so Specidinym povolenim majd
vstupné a pristupové oprdvnenia k vyznamnym instaldaciam potrebnym na zabezpelovanie
servisu (budovy, miestnosti, systémy, siete, Ziadosti) (princip nevyhnutnych znalosti).

VSetky zmeny oprdvneni sa evidujd, aby mohli byt preskimané a bolo moZné zistit, akej osobe
bolo aké opravnenie v akom &ase poskytnuté.

Uzivatelia dbaju na to, aby ich DP zariadenia boli v Case, ked’ ich nevyuZivaju, vhodne
chrdnené.

Zaviedli sa principy .prazdneho stolu®™ a ,prazdnej obrazovky".

Za ucelom ochrany Udajov a pristupu je nainstalovany Specidlny bezpelnostny software od
externého vyrobcu.

Secure disposal or subsequent use of data media/secure deletion of documents / Bezpelnd
likvidacia a nasledné pouziti nosicov dat/bezpeéné zmazanie dokumentov

There are clear instructions for handling data mediums that are no longer required. This
includes paper that has been written on or printed documents.

There is a clear instruction for the disposal or subsequent use of devices equipped with storage
mediums.

Documents and data mediums whose legal, contractual or regulatory storage period has
expired are being destroyed.
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Su dané jasné pokyny pre manipuldciu s nosiémi dat obsahujicimi Udaje, ktoré uZ nie su
potrebné. To zahffia aj popisany papier alebo vytlatené dokumenty.

Su dané jasné pokyny pre likvidaciu alebo ndsledné pouZitie zariadeni vybavenych nosiémi dat.
Dokumenty a nosice dat, u ktorych uplynula zdkonnd, zmluvnéd & kontrolnd lehota na ich
uchovavanie, su znicené.

Transfer control / Kontrola prenosu
Employee requirement for data secrecy / Poziadavka na utajeniu (dajov zo strany zamestnanca

All personnel that process personal data by means of an automated process are obligated to
comply with data protection regulations.

New employees receive data protection information for the handling of personal data.

All parties involved are aware of data security and data protection issues.

Individuals processing personal data are trained on data protection behavior in the workplace.
There are specific rules for the treatment of departing, especially dismissed, employees.

VSetci zamestnanci, ktori spracovavaji osobné Udaje prostrednictvom automatizovaného
procesu su povinni konat v sdlade s pravnymi predpismi na ochranu osobnych tdajov.

Novi zamestnanci obdrZia informacie (pokyny) o ochrane osobnych Udajov pri nakladani
s osobnymi ddajmi.

VSetky zainteresované subjekty suU si vedomé problematiky zaistenia bezpecnosti a ochrany
Udajov.

Osoby, ktoré spracovavaju osobné Udaje st vy$kolené, aby dodrZiavali zdsady bezpeéného

sprdvania sa na pracovisku pri spracovavani osobnych Udajov.
Vo vztahu ku zamestnancom, ktori z Poskytovatela sluZieb odchddzaju, Specidlne ktori boli
prepusteni, su definované Specialne pravidld zaobchédzania.

Guidelines and procedures for the classification of data / Predpisy a postupy pre klasifikaciu Gdajov

There is a company-wide guideline for the classification of data.
Poskytovatel sluzieb mé vndtorny predpis pre klasifikdciu tdajov.

Physical data transfer / Fyzicky prenos tidajov

The service provider is aware of all processes for which transfer control is required.

Suitable security measures are implemented for the physical transport of data mediums
(including paper/documents).

The service provider has implemented appropriate security measures for the transfer of data
mediums for maintenance or error analysis.

Data transfer takes place only by verification (receipt).

The service provider ensures that data are transmitted only to the correct addressee indicated
by the company or based on the intended purposes.

Poskytovatel' sluZieb si je vedomy vsetkych postupov, pri ktorych sa vyZaduje kontrola prenosu.
Su zavedené vhodné bezpecnostné opatrenia pre fyzicky prenos nosi¢ov dat (vrétane papiera/
dokumentov).

Poskytovatel” sluZieb zaviedol prislusné bezpecnostné opatrenia pre presun nosicov dat
obsahujdcich Udaje pre udrzbu alebo analyzu chyb.

Prenos Udajov sa uskutocriuje len po odsuhlaseni (o com bude vystaveny doklad),

Poskytovatel’ sluZieb zabezpeluje, Ze (daje sU prenasané vyluéne sprédvnemu adresédtovi,
ktorého uréi spoloénost, alebo vzhladom na zamyslany ucel.

Electronic data transfer / Elektronicky prenos udajov

The service provider maintains a summary/list of places at which transfers can be performed
under program control.

Spec for the programs installed for automated transfers is available.

The electronic transfer of personal data is logged in terms of involved processes, recipients of
personal data, the personal data processed, date and time.

Poskytovatel’ sluZieb vedie zoznam miest, na ktoré mdZe byt uskutoneny prenos pod
kontrolou programu.

Pre programy instalované na automatizované prenosy je k dispozicii $pecifikacia.

Elektronicky prenos osobnych udajov je zaznamendvany z hladiska zapojenych procesov,
prijemcov osobnych Udajov, spracovavanych osobnych Udajov, détumu a Casu.
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Input control / Vstupnd kontrola
Logs / Zaznamy

Logs indicate at the user level which applications or services a specific user has used within a
defined period.

The programs and tools used for the evaluation of input logs are documented. This also applies
to used filter criteria.

Log data for input control are protected against unauthorized viewing or manipulation.

Clear deletion periods are set for the storage of log files for input control.

The data for input control are subject to a strict purpose limitation and used solely for the
purpose of data protection control. No behavior and performance monitoring of employees is
conducted through evaluation of the log files without a specific reason.

A Service provide's guideline/policy that contains processes for the evaluation of log files when
there is suspicion of a security breach or after a security breach is available.

The data protection officer/person authorized for personal data protection monitors the
compliance with logging guidelines/policies for input control on a random basis.

Zaznamy z prihldsenia ukazuju, ktoré apfikdcie & sluZby pouZil konkrétny uZivatel na
pouZivatelskej drovni v uréitom obdobi.

Programy a nastroje pouZité na vyhodnocovanie zaznamov z prihldsenia su zadokumentované.
To plati aj pre pouZité filtracné kritéria.

Udaje o zdznamoch z prihldsenia zo vstupnej kontroly st chrénené pred neoprivnenych
nazeranim alebo manipulaciou.

Pre uchovavanie suborov prihlasenia pre vstupnd kontrolu su stanovené obdobia, kedy
dochadza k ich dpinému zmazaniu. ,

Udaje pre vstupnti kontrolu podliehaju striktnému obmedzeniu Uéelu a st pouZitelné len na
Géel kontroly ochrany osobnych udajov. Bez konkrétneho dbvodu nie je moZné vykonévat
pouZitim zaznamov z prihldsenia monitoring spravania sa a Cinnosti zamestnancov.
Poskytovatel sluzieb ma k dispozicii vnitorny predpis/smernicu obsahujtce procesy hodnotenia
suborov prifhldsenia pri podozreni na porusenie bezpecnosti alebo procesy nastupujice po
poruseni bezpecnosti.

Zodpovednd osoba/osoba poverend ochranou osobnych udajov nahodne monitoruje sulad
vnutorného predpisu/smernice pre vstupnu kontrolu s pravnymi predpismi.

Order control / Poriadkova kontrola
Data protection officer (Article 37 to 39 GDPR & national law) / Zodpovedna osoba (Clanok 37 az
39 nariadenia GDPR a narodny predpis)

A data protection officer is designated.

Data protection officers shall have no conflict of interests.

The data protection officer possesses the qualifications and reliability required for the specific
company.

The data protection officer has been designated in writing.

The management supports the data protection officer.

The data protection officer is directly subordinated to the management and reports directly to
it.

The data protection officer is informed and involved in the planning of new processes or the
modification of existing processes on a timely basis.

In case the service provider is not obliged to nominate the Data Protection Officer another
person who will manage personal data protection must be nominated and the provisions above

will be applied similarly.

V Poskytovatefovi sluZieb je urfend zodpovednad osoba.

U zodpovednej osoby nesmie existovat Ziadny konflikt zadujmov.

Zodpovednd osoba je kvalifikovand a spolahlivd osoba podfa poZiadaviek konkrétnej
spoloénosti,

Zodpovednd osoba je vymenovana pisomne.

Vedenie Poskytovatela sluZieb zodpovednu osobu podporuje.

Zodpovednd osoba je priamo podriadend vedeniu Poskytovatela sluZieb a hlasenia podava
priamo tomuto vedeniu,

Zodpovedna osoba je vdas informovanad a zapojend do planovania novych procesov alebo
zmeny existujucich procesov.

Ak nemd Poskytovatel sluZieb povinnost menovat zodpovednu osobu, je povinny zaistit, aby
u neho bola vymenovand ina osoba, ktoré bude zodpovedna za ochranu osobnych uUdajov a na
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ktoru sa budli aplikovat vsetky vyssie uvedené ustanovenia.

The data protection officer actively participates in process design. Contractual requirement /
Zodpovedna osoba se aktivne z(astiiuje tvorby procesov. Smluvna poZiadavka

[ ]

All contractors in terms of processors of personal data are contractually bound by the data

controller,
The written order complies with the listing of requirements under Article 28, section 3 of the

GDPR.

Viéetci dodavatelia sd z hiadiska sprostredkovatela zmiuvne zviazani s prevédzkovatelom.
Pisomné objednavka musi byt v sulade s poZiadavkami zakotvenymi v C&lénku 28, odd. 3
nariadenia GDPR.

Selection of contractors / VVyber dodavatelov

The company was provided with significant information on data protection and the technical
and organizational measures of the service provider prior to assigning the contract.

The decision and the reasons for the selection of the service provider were documented by the
company.

The service provider checks the compliance of the subcontractor with data protection
regulations for those areas that are not confirmed by certification before the start of the
processing, and monitors the subcontractor on a regular basis thereafter.

Pred uzatvorenim zmiuvy su zo strany Poskytovatela sluZieb, Spoloénosti poskytnuté podstatné
informacie tykajice sa ochrany osobnych tdajov a technickych a organizaénych opatreni.
Rozhodnutie a dévody vyberu Poskytovatela siuZieb su zadokumentované Spolo&nostou.
Poskytovatel’ sluZieb este pred zalatim spracovdvania tdajov a neskdr v pravidelnych
intervaloch kontroluje, €& jeho subdodavatel’ postupuje v stlade s predpismi na ochranu
osobnych tdajov v tych oblastiach, ktoré nie st potvrdené certifikdtom.

Instructions / Pokyny

The company appoints persons authorized to issue instructions to the service provider.

The service provider makes a list of authorized recipients of instructions available to the
company.

Instructions are provided in writing.

The service provider checks the identity of the issuer of instructions.

Spolocnost vymenuje osobu oprévnent udefovat Poskytovatelovi sluZieb pokyny.
PoskytovatelsluZieb vytvori zoznam oséb, ktoré su oprévnené tieto pokyny prijimat.

Pokyny maju pisomnu formu.

Poskytovatel siuzieb preveri identitu zadévatela pokynov.

Data protection management system / Systém riadenia ochrany Udajov

With regard to the processing of personal data, risk analysis is conducted based on established
and transparent criteria, and information security and data protection risks are identified,
evaluated and properly handled in a compulsorily established and continuous process based on
these criteria.

There are data protection and data security plans in place specifically for the physical security
of company-operated data centers and platform-specific characteristics. These can be made
available on request.

All documents that are to be made available are issued in a way as to make it possible for
informed third parties to review the respective information security implemented and the data
security measures executed. The documentation is kept up to date. Documentation with
modified contents is made available on request.

Sufficient resources are made available for establishing, implementing, executing, monitoring,
reviewing, maintaining and improving the data management system and proof of the
availability exists.

It is guaranteed that only personnel that have sufficient skills to comprehend the assigned
tasks are involved in operating the data protection management system. This is ensured by
instruction and other training measures.

Continuous improvement of Data Protection Management System is based on the Plan-Do-
Check-Act Cycle, under which the company becomes aware on request of the Plan phase.

Data protection measures are based on defined protection requirements for IT applications, IT
systems and networks (as defined by the responsible area).

Security indicators that threaten the processing of personal data are monitored so that
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incidents (e.g., virus or malware incidents, abuse of root rights, hacker attacks, etc.) can be
reacted against quickly.
Processes have been established that ensure the implementation of rights of affected
individuals. These include:
Information regarding personal data processed and provision of a copy of those data

o Rectification and completion of personal data
Erasure of personal data on request
Restriction of personal data
Data portability/transfer
Right to object

o Data protection by design and defaulit (Privacy by Design and Default)
A process protects the data subjects rights to a data protection impact assessment (risk
analysis process) if the processing is likely to result in a high risk to the rights and freedoms of
natural persons based on the nature, scope, context and purposes of the processing.
Hardware and software products are obtained from acknowledged and responsible sources.
There is reliable technical support and a traceable supply chain.
The institution and use of administrative access is subject to formal procedures that describe
how roles, accounts, access rights and privileges for administrative access are set up, regularly
reviewed, modified, disabled and deleted. Administrative access to systems is limited to a
minimum number of administrators and protected by double authentication or a similar
security measure, and always recorded.
Information regarding technical weaknesses of data systems in use is obtained on a timely
basis, the vulnerability of the organization to exploitation of such weaknesses is evaluated and
appropriate measures for dealing with the resultant risk are implemented. The patch roll-out is
agreed upon with the company.
It is ensured that resource use is monitored and agreed upon with the company to ensure the
contractually agreed adequate systems performance. Agreed capacities may not be directed to
other users without agreement of the company.
Personal data on hardware that is to be discarded is irretrievably deleted to the highest
possible state of the art, or the hardware is completely destroyed securely.
Subcontractors are required to comply at least with the requirements agreed upon with the
company. Implementation and monitoring of reasonable measures are ensured by the
subcontractors.
S poukazom na ochranu osobnych (dajov sa vykondva analyza rizik zaloZend na
transparentnych a zadefinovanych kritéridch, v rdmci ktorej su identifikované rizika
informaénej bezpelnosti a ochrany dat, ndsledne si vyhodnotené a riesené v povinne
zavedenom a pokralujiicom procese zaloZenom na tychto kritériach.
St zavedené plény ochrany a bezpeénosti (dajov, specidine fyzickej ochrany datovych centier
Poskytovatela sluzieb a platformovych charakteristik. Tieto je moZné dat na vyZiadanie k
dispozicii.
Véetky dokumenty, ktoré maji byt k dispozicii su vydavané tak, aby boli dostupné
informovanym tretim strandm na preskimanie bezpeénostnych informéacii a opatreni prijatych
na zabezpedenej Udajov. Dokumentécia sa neustale aktualizuje. Upravena dokumentacia je na
vyZiadanie k dispozicii.
K dispozicii st dostatoéné zdroje na zavedenie, vykondvanie, aplikovanie, monitorovanie,
modifikovanie, udrZiavanie a zlepSovanie systému riadenia ochrany dat a existuje dbkaz o ich
dostupnosti.
Je zarucené, Ze len zamestnanci s dostatoénymi schopnostami pre spinenie zadanych uloh sd
zahrnuti do systému riadenia ochrany UGdajov. To sa zaistuje pokynmi ainymi Skoliacimi
opatreniami.
Neustéle zlepSovanie systému riadenia ochrany ddajov je zaloZené na PDCA cykle, o ktorého
faze planovania je Spolocnost na vyZiadanie informovana.
Opatrenia na ochranu tdajov st zaloZené na zadefinovanych bezpeénostnych poZiadavkach pre
IT aplikacie, IT systémy a siete (podfa zadefinovanej oblasti zodpovednosti).
Bezpeénostné identifikatory, ktoré ohrozuji spracovanie osobnych Udajov su monitorované,
takZe na incidenty (napr. virusy, malware, zneuZitie zdkladnych prév, hackerské utoky) je
moZné rychlo zareagovat.
Su zavedené procesy, ktoré zaistuju vykondvanie prév dotknutych oséb. Tieto zahfriaju :
Informécie tykajlce sa spractivania osobnych Udajov a poskytnutie képie tychto ddajov.
Oprava a doplnenie osobnych Udajov.
Vwmaz osobnych tdajov na zaklade Ziadosti,
Obmedzenie spractvania osobnych udajov.
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7.2

7.3

o Prenosnost tidajov.

o Prévo namietat. ;

o Specificky navrhnuta a Standardna ochrana Udajov (Specifické a Standardné sukromie).

Ak je pravdepodobné, Ze spracovavanie tdajov bude viest k vysokému riziku ohrozenia prav
a slobéd fyzickych o0séb vzhladom na povahu, rozsah, obsah a ulel spracovania, je
zadefinovany proces ochrany prav dotknutych oséb a posudenie dopadu ochrany Udajov
(proces analyzy rizik).

Hardware a software su ziskavané len z overenych a déveryhodnych zdrojov. Je zavedena
spolahliva technicka podpora a vysledovatelna dodavatelska linia.

Zavedenie a pouZitie administrativneho pristupu je predmetom formalneho procesu, ktory
popisuje, ako su nastavené ulohy, ucty, pristupové prava a vyhody administrativneho pristupu.
Tento proces je pravidelne revidovany, upravovany, vyradeny a vymazany. Administrativny
pristup do systému je limitovany pre minimédlne mnoZstvo administratorov a chraneny
dvojitym overenim alebo obdobnym bezpecnostnym opatrenim, a je vZdy nahravany.
Informacie o slabych miestach pouZivanych datovych systémov suU pravidelne Zziskavané,
zranitelnost’ spolocnosti v dbsledku tychto slabych strénok je vyhodnocovand a su prijimané
opatrenia na zaobchadzanie s vyslednymi rizikami. RieSenia su prijimané so sdhlasom
Spolocénosti,

Je zabezpelené, Ze pouZitie zdrojov je monitorované a odsuhlasené spolocnostou, tak aby bol
zabezpedeny zmliuvne dohodnuty vykon. Dohodnuté kapacity nesmu byt prenesené na inych
uZivatelbv bez suhlasu spoloénosti.

Osobné (daje na hardware, ktoré maju byt neobnovitelne vymazané sa zmaZzu spbsobom
uskutocCnitelhym vzhladom na sucasny stav techniky, pripadne bude zniceny cely hardware.
Subdodivatelia musia konat miniméine v stlade s poZiadavkami spoloénosti, Subdodévatelia
zabezpedia zavedenie a monitorovanie primeranych opatreni.

Availability checks / Kontroly dostupnosti
Risk and vulnerability analysis / Analyza rizika a citlivosti

A risk and vulnerability analysis that also includes consideration of risk factors to maintaining
the DP operation is available.

Vulnerabilities are eliminated or a plan of action for remedying noted vulnerabilities and risks is
created.

K dispozicii je tieZ analyza rizika a zranitelhosti, ktora zahffia zvéZenie rizikovych faktorov pri
udrZiavani DP operdcif.

Zranitelhé miesta sU odstrédnené a je vytvoreny akény plén pre odstrédnenie znamych
zranitelhych miest a rizik.

Disaster preparedness and IT emergency plan / Priprava na krizové situacie a nidzovy IT plan

All potential disasters such as strikes, absenteeism, property damage, fire, explosion,
earthquake, flood, etc. are taken into consideration.

Alternative space is available for the operation.

A backup server center is provided.

An IT security officer is appointed for the Service provider.

Written specifications and documents exist for recovery of the IT systems after a disaster.
Emergency drills are held regularly.

Do uvahy boli brané vsetky mozZné krizové situacie, ako je napr. Strajk, pracovné absencie,
skoda na majetku, poZiar, poZiar, vybuch, zemetrasenie & povodert.

Na mimoriadne operécie je dostupny alternativny priestor.

K dispozicii je tieZ zdloZny server.

Poskytovatel sluzieb ma vymenovaného IT bezpecnostného referenta.

Pre obnovenie IT systémov po katastrofe su zavedené pisomné specifikacie a dokumenty.
Pravidelne sa konajt nacviky nudzovych situacil.

Backup concept / Zalozny koncept

Accurate documentation exists in terms of the requirements of a backup concept.

Backup media are adequately protected against theft and destruction.

The company has approved processes for data protection available and they are documented
in operating instructions.

The individuals competent and responsible for data protection are designated by name. Their
responsibilities are documented.
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7.5

Capacity planning for data protection is available.

The restoration and integrity of available backups is tested regularly.

Existuje presnd dokumentacia vzhladom na poZiadavky na zaloZny koncept.

ZaloZné média su adekvéatne chranené proti kradezi a znic¢eniu.

Poskytovatel' sluzieb mé k dispozicii schvéalené procesy pre ochranu Udajov a si
zadokumentované v navodoch na pouZitie.

Osoby zodpovedné za ochranu osobnych (dajov su vymenovani, Ich zodpovednost je
zadokumentovana.

Pre ochranu osobnych ddajov su naplanované kapacity.

Obnovenie a integrita dostupnych zaloZnych systémov sa pravidelne testuje.

Storage of business documents / Uchovavanie obchodnych dokumentov

Only the most necessary personnel have access to the archive areas. Access authorizations are
documented in the archive regulations.

An archivist is appointed for the archive.

Data mediums and documents are issued and stored only by authorized archive personnel.

Do archivov ma pristup len nevyhnutny podet zamestnancov. Pristupové autorizécie su
zadokumentované v archivnom poriadku.

Pre archiv je vymenovany archivar.

Nosi¢e ddajov a dokumenty sU spravované a skladované len autorizovanym archivnym
personalom.

Other security measures / Ostatné bezpecnostné opatrenia

Written service instructions for all security measures are available.
Whether employees are observing the security measures that apply to them is checked on a

regular basis.

Employees are regularly trained in the handling of security devices and compliance with
security instructions.

Pre vsetky bezpelnostné opatrenia su k dispozicii pisomné sluZobné pokyny.

Pravidelne sa vykonavajl kontroly za ucelom posidenia dodrZiavania bezpecnostnych opatreni
zamestnancami.

Zamestnanci suU pravidelne Skoleni v oblasti nakladania s bezpeénostnymi zariadeniami
a v oblasti dodrZiavania bezpecnostnych pokynov.

Segregation control / Kontrola oddelovania

Office, development, testing and production systems are operated (at least logically) in clearly
separated grid segments.

Exclusively test data are used for testing and development purposes.

There is a concept for the creation and implementation of test data.

Kancelarie, vyvoj, testovanie a vyrobné systémy sa su prevdadzkované v jasne oddelenych
sietovych segmentoch.

Testovacie ddaje st pouZivané vylucne na udely testovania a vyvoja.

Je zavedeny koncept pre vytvaranie a zavadzanie testovacich Udajov.

Gbelany, date 26.8.2018 Gbelany, date 26.8.2018
Gbelany, dria 26.8.2018 Gbelany, dna 26.8.2018
Onlﬁé?%r%@%iﬁﬂﬁﬁcontmﬂer On behalf of{/Electrotechmcal high school

(SOSE), Komenského 50, 010 01 Zilina

) Menom: Stredna odborna skola elektrotechnicka,
Younghwa Kim, CEQ/ konatel Komenského 50, 010 01 Zilina

Ing. Lubomir Kralik, director/riaditel

Za Spo!ocnost/prevadzkovatela
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